H2020-ICT-2014-1-644332
OpenAIS
Open Architectures for
Intelligent Solid State Lighting Systems

FMEA and Hazard analysis report
(Deliverable D4.2)

Version 1.0, 31-Dec-2015

© OpenAIS Consortium - Public

© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 3 of 39

Table of Contents
1

INTRODUCTION ......................................................................................... 5
1.1
Goal ........................................................................................... 6
1.2
Basic Terms and Definitions................................................... 6
1.3
Scope ........................................................................................ 6
1.4
Organization of the report ....................................................... 7

2

OPENAIS SYSTEM .................................................................................... 8
2.1
Context ..................................................................................... 8
2.2
System Configuration.............................................................. 9

3

2.2.1
2.2.2
2.2.3
2.2.4
2.2.5

LUMINAIRES ..................................................................................... 9
SENSORS AND UI SWITCHES ....................................................... 10
CONNECTIVITY .............................................................................. 10
IT INFRASTRUCTURE .................................................................... 11
OTHER DEVICES ............................................................................ 11

2.3
2.4

System Realization and Hierarchical Decomposition ........ 11
System Operation – Deployment View................................. 13

FMEA ANALYSIS ..................................................................................... 15
3.1
Introduction ............................................................................ 15
3.2
FMEA Basics .......................................................................... 15
3.2.1
3.2.2
3.2.3
3.2.4

OBJECTIVES ................................................................................... 15
TYPES OF FMEA ............................................................................ 15
APPROACHES TO FMEA................................................................ 15
BENEFITS AND LIMITATIONS ........................................................ 16

3.3

Principles of FMEA ................................................................ 16

3.3.1
3.3.1.1
3.3.1.2
3.3.2
3.3.2.1
3.3.3
3.3.4
3.3.4.1
3.3.4.2
3.3.5
3.3.5.1
3.3.5.2
3.3.6
3.3.6.1
3.3.6.2

PREREQUISITES ............................................................................ 16
System Decomposition..................................................................... 16
Levels of Analysis ............................................................................ 17
ITEMS .............................................................................................. 17
Mode/Phase/Process ....................................................................... 17
FAILURE MODES ............................................................................ 18
FAILURE CAUSES .......................................................................... 18
Failure Mode Causes ....................................................................... 18
Failure Rate/Occurrence .................................................................. 18
FAILURE EFFECTS ......................................................................... 20
Local and End Effects ...................................................................... 20
Failure Severity ................................................................................ 20
FAILURE DETECTION .................................................................... 20
Detection Method ............................................................................. 20
Detection Probability ........................................................................ 20

© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 4 of 39

4

3.3.7
3.3.7.1
3.3.8

RISK EVALUATION METHOD ......................................................... 21
Risks and Risk Priority Numbers ...................................................... 21
RECOMMENDED ACTIONS............................................................ 22

3.4
3.5

Process Description .............................................................. 22
Report of analysis .................................................................. 23

HAZARD ANALYSIS ................................................................................ 30
4.1
Background ............................................................................ 30
4.2
Basic Principles ..................................................................... 31
4.3
HAZOP Methodology ............................................................. 31
4.3.1
4.3.2

GUIDE WORDS AND DEVIATIONS ................................................ 32
HAZOP TABLE ................................................................................ 33

4.4
4.5

HAZOP Process ..................................................................... 33
HAZOP Study Report ............................................................. 35

5

CONCLUSIONS ........................................................................................ 38

6

REFERENCES .......................................................................................... 39

© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 5 of 39

1 Introduction
While developing a new system, all focus tends to be on the success requirements for
the “happy flow” scenarios where everything goes as expected without error
conditions. In this deliverable, as part of the OpenAIS Work Package 4 - Task 4.2 Root
Cause Analysis, we look beyond the happy flow scenarios to identify “hazards” and
“failures” (see definitions in Section 1.2) that can occur in the system and find out their
causes, consequences and prevention strategies.
Two disciplines, reliability engineering and safety engineering are involved in this task
where the former checks whether the system does what the requirements state it shall
do and the latter checks whether the system refrains from hurting people or destroying
equipment and environment. Thus, the first part looks for failures and the second part
for hazards. Distinguishing hazards from failures is implicit in understanding the
difference between safety and reliability engineering [Miller].
As part of the system reliability task, we have carried out a Failure Modes and Effect
Analysis (FMEA). This is a systematic procedure for the analysis of a system to
identify the potential failure modes, their causes and effects on system behaviour [IEC
60812:2006].
Hazard analysis is the heart of any system safety program. We adopt Hazard and
Operability (HAZOP) Studies [IEC 61882:2001] for identifying potential hazards in the
system.
Conducting these assessments during the conceptual and design phases is very costeffective when compared to later stages of development, as the identified problems
and hazards can be rectified/prevented or at least their impact can be reduced easily
in this stage. This is illustrated in Figure 1.

Figure 1: Locked-in cost versus the total cost of a product [Rausand]
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1.1 Goal
The main goal of this deliverable is to report on the FMEA and Hazard analysis
activities carried out as part of the OpenAIS WP4 Task 4.2 Root cause analysis. A
FMEA workshop and a HAZOP workshop have been organized for this purpose. This
deliverable also reports the outcome of these workshops.

1.2 Basic Terms and Definitions
Before detailing the FMEA and HAZOP methods, we need to define the basic terms
that are used in this deliverable.
Item: Any part, component, device, subsystem, functional unit, equipment or system
that can be individually considered. An item may consist of hardware, software or both,
and may also in particular cases include people [IEC 60812:2006].
Guide word: A word or phrase which expresses and defines a specific type of
deviation from an element’s design intent [IEC 61882:2001].
Failure: It is the termination of the ability of an item (a component/system) to perform a
required function [IEC 60812:2006].
Failure mode: The manner in which an item fails [IEC 60812:2006].
Failure effect: The consequence of a failure mode in terms of the operation, function
or status of the item [IEC 60812:2006].
Hazard: A potential source (state of an item) of physical injury or damage to the health
of people or damage to property or the environment [IEC 61882:2001]. Hazard is an
item state, when combined with certain environmental conditions results in an accident
[Rausand].
Risk: It is defined as the effect of uncertainty on objectives [ISO 31000:2009]. The
effects are the deviation from expected outcome, which can be negative or positive
and uncertainties are caused by ambiguity, events or lack of information. From the
analysis point of view, a more useful definition is: it is a combination of the probability
of occurrence of hazard/failure and its severity [IEC 61882:2001].
Clearly we see that:
hazard ≠ failure ≠ risk

1.3 Scope
The scope of this deliverable is to describe the process and outcome of the following
activities within OpenAIS WP4 Task 4.2:
•
•

Perform an FMEA analysis to deduce the causal relationship between potential
failures and system behaviour;
Perform a hazard analysis to deduce the circumstances that lead to or
contribute to unplanned or undesirable events;

We followed IEC 60812:2006 “Analysis techniques for system reliability — Part 2:
Procedure for failure mode and effects analysis (FMEA)” as our main reference for
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conducting the FMEA. It gives guidance on how to apply this method detailing the
procedural steps, definition, basic principles and examples of the analysis. For
HAZOP, we followed IEC 61882:2001 “Hazard and operability studies (HAZOP
studies) - Application guide” as our main reference.
Outputs from FMEA and HAZOP such as identified high risk items and areas, failures
that damage other components, hazards, etc. will be used as inputs to design reviews.
However, the risk reduction part involving corrective actions and prevention strategies
is not covered in this deliverable. This will be addressed in WP4 Task 4.3 which
defines and builds test set-ups on the basis of FMEA and HAZOP. The test approach
should detect the identified failure modes; this means that dedicated tests may need to
be included in the corresponding test suite.
As an input for our analysis, we need a system design with a clearly defined functional
description. In the early phase of the project, we lacked such a system design. Hence
we have created a system design out of the reference architecture [OpenAIS_D2.3]
making assumptions about its potential deployment. To come up with a system out of
the reference architecture, we decided to focus on the pilot system that will be
designed for M33 and made system deployment assumptions. As the focus of WP4 is
on integration, we limited the scope of the FMEA to the module-level (luminaires,
sensors, user interface switches etc. [OpenAIS_D2.3]) and its integration in the
OpenAIS system. Analysis and testing of the various components in these modules is
covered by WP3 and is outside the scope of WP4.

1.4 Organization of the report
The rest of the report is organized as follows. Section 2 describes the system design
activity and defines a decomposition and realization of the system for the FMEA and
HAZOP studies. Section 3 gives an overview of the FMEA, explains its basics and
principles, and explains how we conducted an FMEA workshop along with the results.
Section 3.5 presents the HAZOP study report after introducing the basic principles and
the process we followed. Section 5 concludes the report.
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2 OpenAIS System
As mentioned in Section 1.3, we need a system design with a clearly defined
functional description for FMEA and HAZOP studies. In OpenAIS, a dedicated design
team (joint work force of WP2 and WP3) has been setup for system design, which is
currently working on the design of a “simple” system for M16 demo. As we lacked a
realistic system design in the early stage, we decided to create one out of the
reference architecture based on deployment assumptions of the pilot system in M33.
This chapter provides the details of system configuration, realization and deployment
along with its decomposition.

2.1 Context
An office lighting system operating in a building context is shown in Figure 2
[OpenAIS_D2.3]. It consists of various elements like luminaires, sensors and
controllers distributed over multiple rooms and multiple floors. The system interacts
with actors such as Building Automation System, other building systems (blinds,
HVAC, security, safety, elevators, power, etc.), installers and commissioners, end
users and end user devices (smartphones, tablets, etc.), IT-infrastructure and cloud
data storage.

IT-infrastructure

Other building systems
Building Automation System

End user devices

(Cloud) data storage
and analytics

Installation

Commissioning
Figure 2: The context of an office lighting system [OpenAIS_D2.3].

The system we consider for assessment is based on our expectation of the pilot
system, which will be demonstrated in month 33 of the project (M33). We took the floor
plan and lighting design plan of one floor of an office building on the High Tech

© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 9 of 39

Campus in Eindhoven as the system under analysis. Figure 3 shows the light plan we
used as a reference. The source file is available at LightPlanSampleForM33.

Figure 3: Light plan of a building on the High Tech Campus used as design reference

2.2 System Configuration
2.2.1 Luminaires
As the M33 pilot will be a significant configuration, we take a size of around 400
luminaires into account in our system design. The light plan shown in Figure 3 contains
all normal types of rooms such as offices, meeting rooms, phone booths, corridors,
etc. It contains 412 luminaries of 12 different types as shown in Figure 4 and hence
this plan is a good blueprint for the M33 pilot system.
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Vendor A
A - 68

E - 11

K-4

B-6

F - 24

L - 73

C - 13

D - 92

G - 13

H - 90

W - 12

Vendor B

X-6

Figure 4: Types of luminaires used

For the purpose of FMEA/HAZOP, we assume that the functionality and connectivity of
these devices are similar to the real devices used in M33. We also assume that these
devices are not from a single vendor, but are delivered by two different manufacturers.
Let us assume that the first four luminaire types are from vendor A and the other eight
are from vendor B.

2.2.2 Sensors and UI switches
Figure 4 does not explicitly show any sensors. We assume that there will be daylight
and presence sensors. The presence sensors are integrated in all L and A type
luminaires installed in the office rooms. Presence sensors are also integrated in the C
type luminaires used in the conference/meeting rooms (four in the big rooms and two
in the small rooms). Rooms like coffee areas, toilets, phone booths and other small
areas usually have only one presence sensor, which is (assumed to be) an
independent unit, i.e. not integrated in the luminaire. In the corridors, presence sensors
are placed every 10-15 meters apart. Daylight sensors are available in all offices with
windows alongside the outer walls, reasonably close to the windows. Of course in
reality this is a bit more complex; however the exact details only influence the
functionality of lighting and do not influence the control behaviour.
There will also be User Interface (UI) switches for on/dim/off and selection of scenes
for rooms like conference rooms. There are also some switches distributed over the
building to control the lights for an entire open space or corridor. The vendor of the
sensors and switches is most likely not being one of the two luminaire companies A or
B.

2.2.3 Connectivity
We selected a combination of wired and wireless luminaires in our design as allowed
by the OpenAIS architecture [OpenAIS_D2.3]. We assume that A, B, L, and D type
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luminaires are equipped with Power-over-Ethernet (PoE) technology, thereby receiving
power and data over a single standard Ethernet CAT.6 cable and eliminating the need
for separate power cabling. The rest of the luminaires and sensors have 802.15.4
wireless radios with a 6LowPAN/Thread stack [Thread]. The wireless devices form a
mesh network with all line-powered devices (luminaires/sensors) as routers and all
battery/self-powered devices (sensors/switches) as hosts together with a border
router. The border router routes traffic between wireless and wired network interfaces
and can also take care of the conversion between IPv4 and IPv6 domains if needed.
Of course, all devices have the OpenAIS stack (IPv6, UDP, DTLS, COAP, LWM2M
with OpenAIS extensions) [OpenAIS_D2.3].

2.2.4 IT Infrastructure
We assume that the majority of the lighting network is separated from normal office IT
network (computers, printers, etc.). However, to add complexity to our FMEA/HAZOP
analysis, we assume that part of the network is shared by lighting and office IT. We
assume the following structure of switches for the lighting network:
• 8 PoE luminaires/sensors are connected to one PoE switch
• 3 PoE switches are connected to one Distribution Switch
• 8-16 wireless luminaires/sensors are connected to one/two Border Routers
• Wi-Fi access points (roughly one every 300 m2) for end user devices
• 2-4 Border Routers are connected to one Distribution Switch
• 3-5 Distribution Switches are connected to one Layer 3 switch
• The layer 3 switch is connected to the router for WAN traffic
Each wing of the building (north, south and connecting wings) shown in Figure 3 has
one Layer 3 switch and these switches are connected together in our configuration.
Note that having two Distribution/Layer 3 switches is better to avoid a single point of
failure. Because of cost considerations, only one switch is used; the lights can fall back
to their default behaviour if the switch is not working. For wireless networks, although a
mesh network with routers at a several hop levels from the border router is possible,
only a one hop level from the border router is preferred, as it solves several issues due
to larger hop counts. It is possible for one router to be connected to more than one
Border Routers to avoid single point of failure; e.g. Thread recommends multiple
Border Routers for off network access [Thread].

2.2.5 Other Devices
We also assume that there are two floor controllers on this single floor, which are
directly connected to the distribution switch. There is also a central node which
handles Automatic Demand Response (ADR) requests and interfacing to the cloud.
This node is somewhere in the building; it need not be on this floor. There is a
Gateway to integrate OpenAIS systems with existing lighting installations and legacy
equipment. It is the “passing point” for the legacy system data flow where the
translation is done. The translation includes OpenAIS object model items in addition to
the normal address translations.

2.3 System Realization and Hierarchical Decomposition
Based on the system configuration described in the Section 2.2 and the expectation for
M33, a system realization view is created, which is shown in Figure 5. This system
was used for our analysis.
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Figure 5: System realization
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PoE switch
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Figure 6: Hierarchical decomposition
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The hierarchical decomposition of the resulting system into various levels is shown in
Figure 6. The colour coding of the components [OpenAIS_D4.1] are as follows:
• The OpenAIS specific devices in red background colour
o Luminaires, Sensors, UISwitch, UIApps, Group controller, Floor
controller, Border Routers and Gateways.
• Standard network devices in green background colour
o PoE switch, Wi-Fi AP, Layer 3 switch, Core Switch and Router.
• Management systems in indigo background colour
o Building Management System, Light Management System, Network
Management System, Security Management System (Authentication
Server, Key Distribution Center etc.).
• Cloud services in blue background colour.
• Other components in grey colour
o Power, End User Devices, etc.

2.4 System Operation – Deployment View
We will consider a rather simple deployment of functionality. Sensor and luminaires
have their own “Sense” and “Actuate” functions deployed. For Control functions,
OpenAIS allows very flexible deployment from fully centralized to fully distributed
control models. We assume the following deployment in our design:
• For each “restricted” area like conference rooms, the coffee room, phone
booths one or more control groups are created.
• Each group has a Control function deployed on one of its luminaires which is
configured to “listen” to certain sensors.
• In the open areas, “logical” areas are formed (e.g. a set of four desks in Figure
3) and the corresponding Control function is deployed on one of its luminaires.
The corridor’s controller is also configured and deployed in this way.
• There is one floor controller that monitors all controllers in adjacent rooms and
directly controls the Control functions in the corridor. Corridor follow
functionality is included in the floor controller by the stacked controller feature.
On the floor controller, “central” Control functions like ADR can be found.
• Data are gathered by DataCollect functions on the floor controllers, which have
interfaces to the central controller in the building.
Figure 7 shows an operational view of the system with the control flows.

© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 14 of 39

Floor controller
Controller

Corridor Luminaire -1

Corridor Luminaire -2

Local Controller

Local Controller

Sensor

Actuator

Room Luminaire -1

Actuator

Room Luminaire -2

Local Controller
Sensor

Sensor

Actuator

Local

Group

Sensor

Actuator
Group

UISwitch
Sensor

Figure 7: A stacked control example
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3 FMEA Analysis
3.1 Introduction
Failure Modes and Effects Analysis (FMEA) is one of the earliest and most widely
used reliability analysis techniques for systematic failure analysis [Rausand]. It may be
done together with a Criticality Analysis (CA) and the combined exercise is then called
Failure Modes, Effects and Criticality Analysis (FMECA). It was developed by the U.S.
Military and the first guideline was “Procedures for performing a failure mode, effects
and criticality analysis”, in November 9, 1949 [MIL-P-1629]. A list of standards for
FMEA is available [IEC 60812:2006, MIL1629, BS5760-5, SAE_ARP5580, SAE_
J1739, SEMATECH].

3.2 FMEA Basics
3.2.1 Objectives
The key objectives for undertaking Failure Mode Effects Analysis (FMEA) are the
following:
• Identification of those failures which have unwanted effects on system
operation and determination of their criticality.
• Improvement of a system’s reliability, safety, and maintainability and
development of design improvement plan and maintenance plan.
• Satisfy contractual requirements of a customer or legal requirements.

3.2.2 Types of FMEA
An FMEA can be performed either qualitatively or quantitatively. A qualitative analysis
is appropriate in the earlier stages of a project, while a quantitative analysis is more
appropriate in the later stages when more data is available. A few different types of
FMEA analyses exist, such as:
•

•

•

Design FMEA: It is carried out to eliminate failures during equipment design,
taking into account all types of failures during the whole life-span of the
equipment.
Process FMEA: When FMEA is applied to a manufacturing process, this
procedure is known as the Process FMEA. It focuses on problems stemming
from how the equipment is manufactured, maintained or operated. It normally
includes actions of people.
System FMEA: It looks for potential problems and bottlenecks in larger
processes, such as entire production lines.

3.2.3 Approaches to FMEA
Two FMEA approaches can be adopted.
• Bottom-up approach: A bottom-up approach is used when a system concept
has been decided. The components on the lowest level of indenture are
studied one-by-one. The analysis is complete since all components are
considered.
• Top-down approach: The top-down approach is mainly used in an early design
phase before the whole system structure is decided. The analysis is usually
function oriented. The analysis starts with the main system functions - and how
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these may fail. Functional failures with significant effects are usually prioritized
in the analysis. The analysis is not necessarily complete. The top-down
approach may also be used on an existing system to focus on problem areas.

3.2.4 Benefits and Limitations
The benefits of performing an FMEA are [IEC 60812:2006]:
• Avoid costly modifications by the early identification of design deficiencies and
failures which may seriously affect the expected or required operation.
• Determine design methods for reliability improvement and support the design
of fault isolation sequences and to support the planning for alternative modes
of operation and reconfiguration.
• Identify failures that have unacceptable or significant effects, and evaluate their
probability.
• Facilitate or support the determination of test criteria, test plans and diagnostic
procedures.
• Uncover safety and product liability problem areas and assist in preventive
maintenance strategy.
The limitations of FMEA are [IEC 60812:2006]:
• Unsuitable to dependent failures: FMEA generally deals with individual failure
modes and the effect of these failure modes on the system. Each failure mode
is treated as independent. The procedure is therefore unsuitable for analysing
dependent failures or failures resulting from a sequence of events.
• Inability to provide a measure of overall system reliability and measures of
design improvements or trade-offs
• FMEA can be a laborious and inefficient process unless it is judiciously applied

3.3 Principles of FMEA
In any FMEA, an FMEA worksheet (template) needs to be prepared. The items in the
sheet vary based on client requirements or objectives. A sample FMEA worksheet is
given in Table 4.

3.3.1 Prerequisites
A key prerequisite for FMEA is to define the system to be analysed with:
• System boundaries (which parts should be included and which should not).
• Main system missions and functions (incl. functional requirements).
• Operational and environmental conditions to be considered.
• Interfaces that cross the design boundary.
3.3.1.1 System Decomposition
The system under analysis is broken down into manageable units; subsystems or
functional units as shown in Figure 8. To which level of detail the system should be
broken down depends on the objective of the analysis.
Symbolic representations of the system structure and operation, especially using block
diagrams or hierarchical tree diagram are very useful for the analysis. Collecting
specifications, schematics, component and interface lists and FMEA of similar designs
are very useful references.
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Figure 8: System breakdown [Rausand]

3.3.1.2 Levels of Analysis
It is important to determine the indenture levels in the system that will be used for the
analysis. Ground rules for selecting the system indenture levels for analysis depend on
the results desired, availability of design information, and previous experience. The
following guidelines can be used:
• The highest level is selected from the design concept and specified output
requirements.
• The lowest level can be the one for which information is available to establish
definition and description of functions. Less detailed analysis may be used for a
system based on a mature design, with a good reliability, maintainability and
safety record, whereas, greater details and a correspondingly lower system
level are indicated for any newly designed system or a system with unknown
reliability history. The specified or intended maintenance and repair level of the
system may be a valuable guide in determining lower system levels.

3.3.2 Items
In an FMEA analysis, following items can be included:
• Different system elements with their characteristics, behaviour/performance,
roles and functions;
• Logical connections between elements;
• Inputs and outputs of the system;
• Changes in system structure for varying operational modes.
3.3.2.1 Mode/Phase/Process
The status of the different operating conditions of the items should be specified, as
well as the changes in the configuration or the position of the system and its
components during the different operational phases. Examples of operational modes
are: idle, standby, and running. In a light system, the phases such as installation,
commissioning, operation, and maintenance are useful to consider in the analysis. In
applications where this field is not relevant (e.g. cannot distinguish between
operational modes), this column of FMEA worksheet may be omitted. The
environmental conditions of the system should be specified, including ambient
conditions and those created by other systems in the vicinity.
© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 18 of 39

3.3.3 Failure Modes
A failure mode is a state that denotes the manner in which an item fails [IEC
60812:2006]. It specifies the actual deviation from the performance requirements of
the item. It tells us in which way an item is no longer able to fulfil a required function.
For each level of item or function analysed, the failure modes should be identified and
analysed. Since a failure mode may have more than one cause, all probable causes at
lower levels or subordinate functions should be considered in the analysis. Each failure
mode is treated independently. An effect of a failure mode at a lower level may
become a cause of a failure mode of an item in the next higher level.
Some examples of typical failure modes are:
• Premature operation.
• Failure to operate at a prescribed time.
• Failure to cease operation at a prescribed time.
• Failure during operation (intermittent operation, loss of output or degraded
output)
These general failure mode categories may be too broad in scope for definitive
analysis; consequently, the list needs to be expanded to make the categories more
specific.
For example, the failure modes of a sensor can be fail to trigger, false positive,
calibration errors, wear out, temp-shift, wrong sensitivity, wrong placement, etc.

3.3.4 Failure Causes
3.3.4.1 Failure Mode Causes
The most likely causes for each failure mode should be identified and described.
Identification and description of failure causes for all failure modes is not always
necessary as this could be very time consuming and they have no or a very minor
effect on system functionality. Hence, customizing the depth analysis based on the
failure effects and their severity is preferred, i.e. the more severe the effects of failure
modes, the more accurate the identification and description of the failure causes
(specifying the causing items).
3.3.4.2 Failure Rate/Occurrence
Failure rates, the frequency or probability of occurrence of each failure mode, should
be determined. It can be estimated from the data from the component life testing,
databases of failure rates, field failure data, failure data for similar items or component
class, etc. In many cases it is more suitable to classify the failure rate in rather broad
classes, e.g. remote, low, moderate, high and very high as shown in Table 1. In some
applications it is common to use a scale from 1 to 10, where rating 10 denotes the
highest rate of occurrence.
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Table 1: Occurrence ranking [IEC 60812:2006]

Failure mode
occurrence

Rating,
O

Remote: Failure is
unlikely
Low: Relatively few
failures

1
2
3
4
Moderate: Occasional
5
failures
6
7
High: Repeated
failures
8
9
Very high: Failure is
almost inevitable
10

Frequency

Probability

≤0,010 per thousand items
0,1 per thousand items
0,5 per thousand items
1 per thousand items
2 per thousand items
5 per thousand items
10 per thousand items
20 per thousand items
50 per thousand items
≥100 in thousand items

≤1x10–5
1x10–4
5x10–4
1x10–3
2x10–3
5x10–3
1x10–2
2x10–2
5x10–2
≥1x10–1

Table 2: Severity ranking [IEC 60812:2006]

Severity

Criteria

None

No discernible effect.

1

Very minor

Fit and finish/squeak and rattle item does not conform.
Defect noticed by discriminating customers (less than 25 %).

2

Minor

Fit and finish/squeak and rattle item does not conform.
Defect noticed by 50 % of customers.

3

Very low
Low

Ranking

Fit and finish/squeak and rattle item does not conform.
Defect noticed by most customers (greater than 75 %).
System/item operable but comfort/convenience item(s)
operable at a reduced level of performance. Customer
somewhat dissatisfied.

4
5

Moderate

System/item operable but comfort/convenience item(s)
inoperable. Customer dissatisfied.

6

High

System/item operable but at a reduced level of
performance. Customer very dissatisfied.

7

Very high

System/item inoperable (loss of primary function).

8

Hazardous
with
warning

Very high severity ranking when a potential failure mode
affects safe system operation and/or involves noncompliance with government regulation with warning.

9

Hazardous
without
warning

Very high severity ranking when a potential failure mode
affects safe system operation and/or involves noncompliance with government regulation without warning.

10

© OpenAIS Consortium - Public

D4.2 FMEA and Hazard analysis report, v1.0
OpenAIS
H2020-ICT-2014-1-644332

Page 20 of 39

3.3.5 Failure Effects
A failure effect is the consequence of a failure mode in terms of the operation, function
or status of a system [IEC 60812:2006]. A failure effect may be caused by one or more
failure modes of one or more items.
3.3.5.1 Local and End Effects
A failure effect has local effect, i.e. the effects of the failure mode on the system
element under consideration. In certain instances, there may not be a local effect
beyond the failure mode itself.
A failure effect may also influence the next level up and ultimately the highest level
under analysis. The end effect is the effect of the failure on the highest system level.
This needs to be determined and evaluated. The end effect may be the result of
multiple failures and such effects should be clearly indicated on the worksheets.
3.3.5.2 Failure Severity
Severity is an assessment of the significance or grading of the failure mode’s effect on
item operation, on the item surrounding, or on the item operator [IEC 60812:2006]. The
assessment considers the effect on the overall system, and not just the local item. The
classification of the severity effects is based on the nature of the system, effects on
users or the environment, functional performance, contractual or safety requirements,
etc. and hence highly dependent on the FMEA application. Table 2 shows the severity
ranking used in our analysis.

3.3.6 Failure Detection
Some failure modes are evident, others are hidden (e.g. fail to start in a standby
mode). The way in which the failure mode is detected and the means by which the
user or maintainer is made aware of the failures are important. Hence certain FMEA
analysis includes a failure detection step.
In a design FMEA, detection considers how likely, when and where a design deficiency
will be identified whereas in a process FMEA it considers how likely and where in the
process a deficiency can be identified.
3.3.6.1 Detection Method
The various possibilities for detection of the identified failure modes are diagnostic
testing, debug messages, system alarms, proof testing, human perception, etc. In
design FMEA, deficiency can be identified by review, analysis, simulation, test, etc.
and in process FMEA, it can be by operator, statistical process control, or quality
check.
3.3.6.2 Detection Probability
The detection probability is an estimate of the chance to identify and eliminate the
failure before the system or customer is affected. The higher the detection number, the
less probable is the detection. The lower probability of detection consequently leads to
a higher priority for resolution of the failure mode. Table 3 shows the detection ranking
used in our analysis.
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Table 3: Detection Ranking [IEC 60812:2006]

Detection
Almost certain
Very high
High
Moderately
high
Moderate
Low
Very low
Remote
Very remote
Absolutely
uncertain

Criteria: Likelihood of detection by Design Control
Design Control will almost certainly detect a potential
cause/mechanism and subsequent failure mode
Very high chance the Design Control will detect a
potential cause/mechanism and subsequent failure
High chance the Design Control will detect a potential
cause/mechanism and subsequent failure mode
Moderately high chance the Design Control will detect a
potential cause/mechanism and subsequent failure
Moderate chance the Design Control will detect a
potential cause/mechanism and subsequent failure
Low chance the Design Control will detect a potential
cause/mechanism and subsequent failure mode
Very low chance the Design Control will detect a
potential cause/mechanism and subsequent failure
Remote chance the Design Control will detect a potential
cause/mechanism and subsequent failure mode
Very remote chance the Design Control will detect a
potential cause/mechanism and subsequent failure
Design Control will not and/or cannot detect a potential
cause/mechanism and subsequent failure mode; or
there is no Design Control

Ranking
1
2
3
4
5
6
7
8
9
10

3.3.7 Risk Evaluation Method
There are different methods to quantitatively determine the criticality of the risk
associated with the failures identified in FMEA.
3.3.7.1 Risks and Risk Priority Numbers
The potential risk, R, of the various failure modes is measured as follows:
(1)

,

where P denotes the probability of occurrence and S stands for the severity of the
failure mode.
In the analysis where the step to distinguish the levels of failure detection is carried
out, the risk of the various failure modes is presented by a Risk Priority Number (RPN)

,

(2)

where O is the rank of the occurrence of the failure mode, S is the rank of the severity
of the failure mode and D is the rank of the likelihood the failure will be detected before
the system reaches the end-user/customer.
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3.3.8 Recommended Actions
Identifying failure compensating provisions or any design features that can prevent,
reduce or increase the visibility of the effect of the failure mode is very important,
especially in the design stage. For example, identifying the possibility to have
monitoring or alarm devices, redundant items or alternative means of operation are
very useful and can be listed in the recommended actions of the analysis.

3.4 Process Description
In this section, we describe the process we followed in our analysis. A one-day FMEA
analysis workshop was organized with participants from OpenAIS WP4 team,
OpenAIS architects, and an external FMEA expert were present.
As we are interested in identifying and preventing/limiting failures during the design
stage we followed the design FMEA procedure. Regarding the two approaches, we
picked the bottom-up approach for a detailed analysis. So we started the analysis from
the lowest level elements and proceeded in a bottom-up fashion. The lowest level
within the system at which the analysis is carried out is based on the objectives. As
WP4 focuses on integration, we took the base layer modules in Figure 6. This involves
luminaires, sensors, UI switches, and other modules. We assume that the providers of
these modules have already performed the component-level FMEA.
Table 4: A sample FMEA worksheet

Description of item
Item
UI Switch

Mode/Phase
/Process
Operational

Description
of failure
Failure
Modes
Broken

(a)
Effects of Failure
Local Effect

End Effect

Stuck, Not
responding

Light does not
react to UI

(b)
Current controls for
prevention/detection

Cause of failure

Risk
priority
number
SxOxD

Failure
causes

Item
causing

Occurrence
(O)

Detection
Method

Detection
probability (D)

Component
failure/
damage

Poor
quality

Moderate
(6)

Visual

Almost certain 42
(1)

Severity
(S)
Moderate
(7)

Recommen
ded actions

Revise
purchase
decision

The FMEA worksheet template given in Table 4 is used for our analysis. The
procedure of the FMEA analysis is described below:
For each item (subsystem, component), we did the following:
• We selected the item to analyse and considered its functions and all
operational modes/phases.
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We identified the failure modes of the selected component. We analysed
whether any failure of the item considered in the specific mode/phase may
result in any unacceptable system effect. If the answer is “no”, no further
analysis is carried out and if “yes”, the item was examined further. All identified
failure modes are recorded.
For each failure mode:
o Instead of analysing the causes deeply (see Section 3.3.4.1), we
proceeded to look at failure effects.
As the failure mode effect at a lower level may become a cause
of a failure mode in the next higher level, we looked at its local
effect and also the end effect on the system.
The severity of the end effect is also estimated (based on Table
2).
After these steps, we covered all items (due to time limitations not all items were
covered) and filled in part (a) of Table 4. Then we proceeded to part (b) of Table 4.
•

For each item (subsystem, component) that has Severity ranking 5 or above:
• We identified the potential causes of that failure mode and estimated the
probability of occurrence for the failure mode during the predetermined time
period.
• We then checked whether the failure modes are detectable, if so identified the
methods to detect the failure mode and estimated the probability of detection.
The last step we did (after the workshop) was calculating the RPN for each failure
mode.
The most important questions while doing a FMEA are: how probable will a customer
experience a failure and does it affect the user? To answer these questions, we need
a judgement framework that can be used as the basis for judging. A commonly used
approach is to look at the average failures in a room as the basis for judging. For
failure rates/occurrence we followed Table 1 to set our base and followed the definition
– i.e. the number of items failing per thousand items considered. Hence they are
independent of the area considered. (Note that, failure rates of the components might
be quite different and different scales might be useful; but we followed only Table 1 in
our analysis.) However, the severity of failure is dependent on the numbers of samples
per unit. If we take our base, i.e. the average impact per room, we can see that failing
of one luminaire has more impact when there is only one luminaire in the room instead
of twenty luminaries. Hence, the typical configuration the system is designed for
should be taken into account to get more meaningful results. However, this has not
been considered in our analysis, as it is up to the system designer to specify the target
system and conduct such in-depth analysis.

3.5 Report of analysis
The FMEA report is given in Table 5. A risk register identifying and quantifying risks
together with the acceptability and action needed for each risk level is given
deliverable D4.3 Risk analysis report and required test setups [OpenAIS_D4.3]. It also
lists the recommendations for risk mitigation.
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Table 5: FMEA report

Description of item

Description of
failure

Effects of Failure

Cause of failure

Current controls for
RPN
prevention/detection
SxO
O Detection Method D
xD

Item

Mode/
Phase/ Process

Failure Modes

Local Effect

End Effect

S Failure causes

Wired
Luminaire
with sensor
(PoE)

Operational

No power

No light

Linked luminaires
will have incorrect
state

8

Power failure
Device failure

2

Visual
Ping/Roll call

1

16

Luminaire
with group
controller

Operational

No power

No light

Group in incorrect
state

8

Power failure
Device failure

2

Visual
Ping/Roll call

1

16

No power

No light
No hop to
other nodes

Nodes having this
as the only parent
get affected too

8

2

Visual
Ping/Roll call

1

16

Short usage of
equipment

8

Heartbeats
Beacons

3 144

Continuous use

3

1

24

3

Watchdog
1
Monitoring system

24

Wireless
luminaire
with sensor

Operational

Short
interference
Long
8
interference

Item causing

No response to Group does not
No
user's presence work, No data
communication
or inputs
sharing

6

No response to Group does not
Internal failure user's presence work, No data
Freezes
or inputs
sharing

Software bug
8 Buffer overflow Coding issues
Hardware failure
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Description of item
Item

Mode/Phase/
Process

Description of
failure
Failure Modes
Not operating
with lighting
system

Building
managemen Operational
t system

Border
router

Installation

Effects of Failure
Local Effect

End Effect

No blinds control

Cause of failure
S Failure causes
7

System layout
failure

Heating does not function

6 Communication
8 problem

"Down" - Not
accessible

Higher energy
No data sharing
usage

Communication
6 problem,
System hangs

Wrong routing

Nodes not
accessible from
backbone

Human
7 configuration
error

No power

Every reboot
Wireless network is
leads to a non- isolated from
7
working device backbone

Broadcast
storm

No response to
Consume too much
Design fault
user's presence
8
BW
Intruder
or inputs

Not sharing
occupancy data

Operational

If lighting network
MAC table
and IT network
expiration
share infrastructure

Slow response

5

Design / layout
fault
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Item causing

Current controls for
RPN
prevention/detection
SxO
O Detection Method D
xD

Low education and
expertise of engineers

3

1

21

Short interference
Long interference

8
3

1
1

48
24

2

1

12

5 Testing

3 105

Ping/Roll
2 call/network
management

1

Low RF education and
expertise of engineers

2

8 128

Low education,
experience or
attention of engineers

5

Low education,
expertise or attention
from commissioning
personal

14

-
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Description of item
Item

UI Apps

Mode/
Phase/ Process

Operational

Description of
failure
Failure Modes

Effects of Failure
Local Effect

End Effect

S Failure causes

Item causing

5

No access to
lighting network

Wrong password
6 No connection to
server

Positive/Negative
response of
5
authorization
server

No localization
7 info
No authorization

7

No response

No lighting control

Operational

Breakdown
No message
communication
passing
"No switch"

No (local) communication between
connected devices

7

Component
failure/damage

Low budget for
system maintenance

Operational

No power

Local group off

Group off

8

Component
failure/damage

Operational

Wrong
configuration

Intermittent
message loss

Strange control
behaviour

7

Commissioning
errors

Loops due to
change in
cabling routing

Traffic
overflows

Undefined
behaviour of router 8 Installation errors
and luminaire

IT department
reconfigures
PoE switch

Only local
traffic

no control

Low budget for
system maintenance
Low education or
attention of
commissioners
Low education,
experience or
attention of installers
Low education,
experience or
attention of IT
administrators

(Re-)Installation

Current controls for
RPN
prevention/detection
SxO
O Detection Method D
xD
5 No reaction of App 1 25

Freezes

No control

PoE switch

Cause of failure

6

Administration
error
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1

30

1

49

6

2

84

6 Visible to user

2

96

6

6 252

2 Crash

2

32

2 Central poll

3

36

Light is not
reacting
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Description of item
Item

Mode/
Phase/ Process
InstallationCommissioning
Operational

Floor
controller

InstallationCommissioning
InstallationCommissioning

Operational

Cloud
services

Operational

Description of
failure

Effects of Failure

Failure Modes

Local Effect

End Effect

S Failure causes

Item causing

Connection
problem, e.g.
discovery
Corrupted data
due to
hardware error
Wrongly
commissioned
Wrong
configuration
Communication
broken
Unauthorised
logged in,
changed
configuration

Cannot
configure the
device

Cannot configure
the system (no
control)

Communication
8 problem, IT
issues

Wrong/missing
preparation of device
or wiring

Installation

8

2 128

4

-

All global behaviour gone

6

-

Data not forwarded

6

-

No message
passing

5

-

Not working
according to
spec.

Communication Gaps in data
broken
received

Not starting

Current controls for
RPN
prevention/detection
SxO
O Detection Method D
xD

Corridor linking Lights in corridor
not working
will switch off

Stacked control
affected
Uncontrolled
behaviour
Value of data
analytics reduces
No light

Local
controller

Cause of failure

No
No control
communication
behaviour

Low education,
experience or
9 Security
attention of
commissioners
Low education or
Communication,
7
attention of IT
IT issues
administrators
3
5
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2

7

2

Looking at the
data in the cloud

36

6 294
-
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Description of item
Item

Mode/
Phase/ Process

Description of
failure
Failure Modes
Too much
disturbances

RF Network

Operational
Overlap Spectrum full
Power/PCB
failure
No start up
Sensing failure

Sensor
Operational
(standalone)

Effects of Failure
Local Effect
No
communication
temporarily
Permanent dips
in
communication

End Effect

S Failure causes

Some devices not
synchronized

5

Message loss is
enormous

Wrong PHY or
8 PHY parameters
/ layout

No sensor data No correct control
Presence not
behaviour for that
detected
part of the floor

Battery Low

No trigger

No light control
based on local
sensor

Corrupted
configuration
data or
software

No trigger

No correct control
behaviour for that
part of the floor

No sensor data Incorrect control
Communication
Presence not
(depends on
failure
detected
algorithms)
False trigger
Too much or less switching
(positive,
Incorrect behaviour
negative)
Too much energy

Current controls for
RPN
prevention/detection

Cause of failure

6

Item causing

O Detection Method D

SxO
xD
-

Component
failure

Low RF education and
expertise of engineers

6

Wrong purchase
decision

48

-

No signalling
Low budget for system
7 245
5
available
maintenance, wrong
purchase decisions
5 Signalling available 2 70
Low education,
experience or
attention of
commissioners

7 Battery low
design error
7
6

Wrong
parameters

6

Wrong
parameters

Low education and
expertise of engineers

-

7 Wrong device

Low education and
expertise of engineers

8
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Description of item
Item

Mode/
Phase/ Process

Description of
failure

Effects of Failure

Cause of failure

Failure Modes

Local Effect

End Effect

S Failure causes

Polluted,
blocked,
degraded

Less accurate
sensor data,
more false
negatives

Poor quality of
control behaviour
and more energy
consumption

Low budget for system
7 Worn out device maintenance, wrong
8
purchase decisions

Operational
Security errors No
no keys, key
No light control
communication
expiry

Configuration
8
errors, bugs

Wrongly placed

Less light and comfort,
Too much and energy

7

Wrong
placement

Commissioning

Wrongly linked

Wrong light will be controlled

7

Wrong
parameters

Commissioning

Wrongly
calibrated
daylight setting

Less light and comfort,
Too much and energy

5

Wrong
parameters

Sensor
Installation
(standalone)
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Item causing

Current controls for
RPN
prevention/detection
SxO
O Detection Method D
xD

Low education,
experience or
attention of IT
administrators
Low education,
experience or
attention of
commissioning
engineers
Low education,
experience or
attention of
commissioning
engineers
Low education,
expertise or attention
from commissioning
personal

1

56

3

7 168

7

2

98

7

2

98

7

2

70
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4 Hazard Analysis
Hazard and Operability (HAZOP) Studies is a structured and systematic technique used
to identify potential hazards in a system and operability problems with the system. The
HAZOP technique was initially developed to analyse chemical process systems by
Imperial Chemical Industries during the late 1960s and has been extended to other
types of systems and complex operation analysis [Lawley].
HAZOP is mainly a risk assessment method, hence it is well suited for identifying
various system problems, but we focus our analysis only on identifying hazards in the
system. For failures in the system and their effect analysis we rely on FMEA.

4.1 Background
There are many different methods available for the identification of potential hazards
(and operability problems), e.g. Checklists, Failure Modes and Effects Analysis (FMEA),
Fault Tree Analysis, HAZOP, etc. [IEC 61882:2001]. Checklists can be used in early
phases when only little information is available or in later phases if a less detailed
analysis is needed. The key focus of HAZOP is to look at what can go wrong and the
corresponding consequences, whereas Fault Tree Analysis focuses on how something
can go wrong and FMEA focuses on the consequences of component failures.
HAZOP is a qualitative and structured brainstorming technique that can be used early in
the system life cycle and is more comprehensive than Checklists. The technique
stimulates the imagination of participants in a systematic way and hence it is easy to
identify hazards (and operability problems). The main advantage of HAZOP is its
simplicity and transparency; this allows participation of people with diverse
backgrounds. HAZOP does not force the estimation of failure rates (occurrence
probability) or severity classes. Hence it is quite fast and cost effective.
The key difference between HAZOP and FMEA is that HAZOP is a system-centred
approach whereas FMEA is a component-centred approach. The investigation in FMEA
is unidirectional, from cause to consequence, whereas HAZOP looks at possible
deviations from the design intent and then proceeds in two directions, one to find the
potential causes of the deviation and the other to deduce its consequences as shown in
Figure 9.
HAZOP has been extremely useful in a variety of different industries. Although it has
several benefits, some limitations of HAZOP that should be taken into account when
considering a potential application are:
•

•

It considers system parts individually and sometimes a serious hazard will
involve the interaction between a number of parts of the system. A deviation at
one part may have a cause elsewhere. Carrying forward the implications of
deviations from one part to another can overcome this problem, but in practice
this is frequently not done. (Fault Tree Analysis is more suitable for such cases).
As with any other technique, there is no guarantee that all hazards or operability
problems will be identified in a HAZOP study. It only considers items that appear
on the design representation and hence may not be complete. The study of a
complex system should be used in conjunction with other techniques.
It is a human-intensive activity
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o
o

HAZOP cannot find hazards that are not present in any of the
participants knowledge when the process starts
The method generates no new knowledge and the success of a HAZOP
study depends greatly on the ability and experience of the study leader
and the knowledge, experience and interaction between participants.

HAZOP may be used in conjunction with FMEA or FTA for complex systems or when
we need quantitative results. To overcome the limitations of experience of participants,
experience harvesting from registers for accidents, near-accidents, malfunctions, etc.
and reuse the experience from earlier systems in the same or related application
domains (analysing the barriers and tests used there), will be helpful.

4.2 Basic Principles
A characteristic feature of HAZOP study is the “examination workshop” during which a
multidisciplinary team under the guidance of a study leader systematically examines all
relevant parts of a design or system and identifies deviations from the system design
intent utilizing a core set of guide words. It also examines the possible causes and
assesses the consequences of deviations. This is shown in Figure 9.
.

GUIDE WORDS*
CAUSE

DEVIATION
(from standard
condition or
intention)

CONSEQUENCES
(trivial, important,
catastrophic)
• hazard
• operating difficulties

*Covering every parameter relevant to the system under review
Figure 9: HAZOP methodology

HAZOP works on the basis of the following assumptions:
• Systems work well when operating under design conditions.
• Problems arise when deviations from design conditions occur.
The main results of the HAZOP are:
• Identification of hazards and operating problems.
• Recommended changes in design, procedure, etc., to improve safety.
The output from the analysis indicates the needed barriers, i.e. the hazard preventive
actions, and the places for inserting them. Usually the recommendations for changes to
prevent hazards are formulated as new requirements, which are then tested with
additions to the system’s test suite. If no conclusion was possible due to lack of
information, it recommends follow-up studies.

4.3 HAZOP Methodology
We have seen that HAZOP use guide words to question every part of process/system
to discover what deviations from the intention of design can occur and what their
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causes and consequences are. In this section we look at the basics of the guide wordbased examination in HAZOP studies.

4.3.1 Guide Words and Deviations
Guide words are the words or phrases which express and define a specific type of
deviation from the design intent of an element under inspection. In a HAZOP workshop,
the team examines each element (and its characteristics) for deviation from the design
intent which can lead to undesirable consequences, by a questioning process using
predetermined “guide words”. The role of the guide word is to stimulate imaginative
thinking, to focus the study and elicit ideas and discussion, thereby maximizing the
chances of study completeness.
Standard guide words are those initially designed for process or flows. Later when the
method has been extended to other types of system analysis, e.g. software-related
analysis, additional guide words related to time, order or sequences were added. Some
examples guide words are given in Table 6.
Table 6: HAZOP guide words

Guide Word

Meaning

Examples
Standard (E.g. processes, flows, etc.)

No, None, Not

Complete negation of
the design intent

No flow, No data, No signal

More

Quantitative increase

Higher temperature, Higher data rate

Less

Quantitative decrease

Lower temperature, Lower data rate

As Well As
(More Than)

Qualitative
modification/increase

Impurities present, Spurious signal present

Part Of

Qualitative
modification/decrease

Only part of an intended fluid transfer takes
place

Reverse

Logical opposite of the
design intent

Reverse flow, Reverse chemical reactions

Other Than

Complete substitution

Transfer of wrong material, Incorrect data or
control signals

Relative to the clock time, order or sequence
Early

relative to
clock time

Early cooling or filtration, early signal arrival

Late

relative to
clock time

Late cooling or filtration, Late signal arrival

Before

Relating to order or
sequence

Signal arrival earlier in sequence, Mixing or
heating - earlier in sequence

After

Relating to order or
sequence

Signal arrival later in sequence, Mixing or
heating late in the sequence

Additional (more explicit) guide words may be used to facilitate identification of
deviation, but these words and their intended meaning should be agreed before the
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examination commences. Some of guide words used for events and contents are given
in Table 7.
Table 7: Additional HAZOP guide words

Events & Contents
Never
Unexpected
Sporadic
Too often
Incomplete
Incorrect
Unchanging
Each guide word is combined with each item under examination as given in the
example column in Table 6. It is important to note that not all guide words apply to all
items/study notes and guide words whose meaning are covered by more explicit ones
are not used.

4.3.2 HAZOP Table
A HAZOP table is the reporting structure used in HAZOP studies. Fields commonly
seen in a HAZOP table are given in Table 8.
Table 8: Fields in a HAZOP table

Item

Guide Word

Deviation

Cause

Consequences

Sensor

No

No input

Obstruction

No trigger

The item under examination is also called a study node. It can be any point in the
system we want to focus. Usually points such as system interaction with its environment
(e.g. use input), system exchange information (e.g. a network connection) etc. are also
considered as the items for examination.
In addition to identifying potential deviations from the design intent by applying guide
words on the item selected, we identify the causes and consequence of the deviation if
a significant problem exists. These are recorded in the respective columns in the
HAZOP table.

4.4 HAZOP Process
In this section, we describe the process followed in our HAZOP workshop. Participants
included the OpenAIS WP4 team, OpenAIS architects and an external evaluator.
To facilitate the examination, we used the system decomposition given in Chapter 2.
There are two possible examination approaches: “Element first”, where we apply all
relevant guide words before proceeding to the next element, whereas in the “Guide
word first”, we pick one guide word and consider all elements before proceeding to the
next guide word.
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We picked the Element-first approach. Participants were divided into two groups and
group leaders selected a part of the system design for analysis. The process followed is
shown in Figure 10. Each group examined the design intent of an item, its
characteristics and identified its inputs and outputs. The applicable guide words were
selected and applied to the item’s attributes or its characteristics and checked whether
there is a credible deviation from the design intent. If a credible deviation is identified, it
is examined for possible causes and consequences and these are documented.
Example
Select an item, examine it design intent & identify inputs, outputs
Apply each guide word to the item’s attribute or its characteristics

Sensor
No Output

Check if
deviation
credible?

Yes
Identify the causes and consequences

Broken,
No light

Document the results
Figure 10: HAZOP steps

To trigger the HAZOP analysis, a potential list of hazards had been prepared in
advance and was crosschecked in the workshop. The items in the lists are:
1. Radiation hazards.
2. Electric short circuit causing fire and damages.
3. Electric shock during installation and operation leading to fatality.
4. Damage to eyes due to persistent exposure to low, too much or flickering of lights.
5. Adverse effects on human health.
a. Fatigue, eye-strain, etc. on low lighting for longer time.
b. Photopic illness and epilepsy on flickering light (specific frequency range) on
sensitive persons (0.5 to 80 Hz, also depending on the modulation depth).
c. Reduced readability and higher eye-strains on flickering light on sensitive
persons (up to 400Hz, also depending on the modulation depth).
6. Some other effects on the human are suspected, but not fully scientifically proven:
a. Reduced ability for sharp and detailed images if children are exposed to
flickering light for a substantial part of their childhood (50-400Hz).
b. General health issues (headaches etc.) on flickering lights (up to 400Hz,
also depending on the modulation depth).
c. The “distraction” that a very bright or rapidly changing (e.g. flashing) light
source creates, that may distract a person from a task that needs full
attention to be safe.
7. No lights causing accidents (e.g. stairs)
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8. Irreparable damages to system, loss of data (due to security vulnerabilities)
The first three are not preventable from the point of view of OpenAIS and hence they
were not considered further in the HAZOP analysis.

4.5 HAZOP Study Report
The HAZOP study report from collected reports of the workshop is given in Table 9.
Table 9: HAZOP study report

Item

Guide Word Deviation

Cause

Consequences

No

No input

Obstruction

No trigger

No

No output

Broken

No light

Late

Late output

Communication
error

No light when
needed

Incorrect

Incorrect output
(incl. false
positive/ false
negative)

Sensing error
Calibration error

Flickering light

Unchanging

Unchanging
output

Obstruction

No light due to
no output

No/
Too little

No power

Sensor

Actuator (LED
module)

Actuator
(Control module)

Local controller

No light

Intermittent Fluctuating power Power supply issue

Flickering light

Too much

Too much power

Actuator damage
results in no light

Too much

Too much control

Software errors

Flickering light
Consuming
control
bandwidth

Less

Less light

Too much

Too much light

Faulty driver
Incorrect sensor
report

No

No control

Broken connection
(Internal/External)
Actuator failure

Incorrect content

No

No signal

Adverse effects
on human health
Status
unchangeable
results in no light
Wrong light state
or light level
Light-off can be
dangerous

Unexpected
Unexpected
message
Incorrect

Adverse effects
on human health

Controller is broken
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Item

Guide Word Deviation

Cause

Consequences

Incorrect

Incorrect data

Communication
data lost

No light (Light
cannot be off)

Incorrect

Incorrect
Lost configuration
configuration data Data corrupted

No light
Light flickering
Wrong dim level

No

No input signal
handling

Broken device
No corridor linking

No light
Human safety
issue

Too late

Too late reaction
on input signal

Slow network

No light when
human enters
the corridor
Safety Issue

No

No start-up

No lights
(Luminaire does
not switch on)

No

No valid software
after firmware
update

No lights
(Luminaire does
not switch on)

No

Incorrect lighting
system
(e.g. presence,
temperature,
smoke)

Wrong decision
taking results in
panic and
dangerous
situations

No

No valid keys
or security tokens

No light
Unable to
control (All
commands
ignored)

Incorrect

"Ghost"
environment

Unauthorized
access leading to
no light, panic
situations

Floor controller

Controller (e.g.
Floor controller,
Local controller,
Building
controller)

Building
Management
System

Security

Security
Management
System (Trusted
environment)
Security
Management
System
- Server
Core
switch/router

Not

Not reachable

Too much

Too much load

Not

Not reachable

Power failure
Connectivity
problem
"DDOS" attack

Keys will expire
and no
communication
possible
anymore

No power
Hardware failure
(Single point of
failure)

No
communication
leading to no
light situations
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Item

Guide Word Deviation

Switches,
Border Router or
Network
No
Management
System

Cloud services

Commissioning
(person)

No network
communication

Unexpected Unexpected data

Cause

Consequences

Corrupt
Routes/Switches

No light in
certain places
(where linking
over IT-Switches)

Security
vulnerability

Unexpected/Unp
redictable
behaviour results
in no light/panic
situations
Unexpected
lighting
behaviour
Unauthorized/N
o access to
devices
Non responding
devices

Incorrect

Incorrect
configuration of
access levels

Complexity
Human mistakes
Intended mistake
(fraud)

Incomplete

Incomplete
configuration

Complexity
Human mistakes
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5 CONCLUSIONS
This deliverable reports on the FMEA and hazard analysis activities carried out as part
of the OpenAIS WP4 Task 4.2 Root cause analysis. For hazard analysis, Hazard and
Operability (HAZOP) Studies have been carried out. For this analysis, we needed a
system design which we made based on the assumptions about the M33 pilot system.
A system realization view has been provided along with the system configuration and
hierarchical decomposition. The steps and process followed in the FMEA and HAZOP
workshops and the main outcomes of these workshops - the FMEA analysis report and
HAZOP study report were also provided.
FMEA report has been used to create a risk register [OpenAIS_D4.3] that identifies and
quantifies the major risks in OpenAIS. As part of the risk mitigation action and providing
feedback to system designers, an additional workshop had been organized which
discussed the major risks in OpenAIS and identified mitigation recommendations. This
is also reported in D4.3 [OpenAIS_D4.3] together with the test strategies for risk-based
testing.
The finding of the FMEA and HAZOP are useful for design reviews and hence valuable
for the system design team (WP2 and WP3 joint system design team). It is also useful
for WP4 team to define and build test set-ups and make dedicated tests in the test suite
based on the findings of FMEA and HAZOP.
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